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There are two types of
companies: those'who
have been hacked, and

those who don’t yet know e

they have been hacked.

John Chambers
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How Many Devices Will Connect to Your
Network by 20307?
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: : of professionals will conduct
5OOB devices will be connected 70% their work on personal smart

worldwide devices by 2018
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Zero Days - Stuxnet

Software
Sabotage

How Stuxnet
disrupted
lran's uranium

enrfichment program =

1 The maliclous computer:
worm probably entered

the computer system -
which Is normally cut aff =
from the outside world:

at the uranium enrichment
facility in Natanz viaa ==
removable USB memorys
stick.

2 The virus Is controlled from servers In Denmark

and Malaysla with the help of two Internet

addresses, both reglstered to false names. The virus
Infects some 100,000 computers around the world.

3 Stuxnet spreads
through the system until
it finds computers
running the Slemens
control software Step 7
which Is responsible for
regulating the rotational
speed of the centrifuges.

4 The compute

varies the rotational

speed of the ce

This can destroy the

centrifuges and

uranlum enrichmeant.
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It's harder than ever to see who is on your
network and what they are doing

of surveyed organizations are
not “fully aware” of the devices 75%
accessing their network

of companies say their mobile
devices were targeted by
malware in the last 12 months

90%
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Changing Dynamic ﬁ;(‘( Complexity 03%0
Business Models Threat Landscape ¥ and Fragmentation

N X e T

Organizations lack visibility into Acquisitions, joint ventures, and Cloud usage is becoming more Over 50 billion connected “smart
the behavior of partnerships are increasing in prevalent, but so is the lack of objects” are projected by 2020
devices on their network frequency visibility into the cloud
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Internal Visibility from Edge to Access, Network Is Your Sensor
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Cisco Advanced Malware Protection

Cisco® 1001 11101 11001 0110011 1010Q@ 22110 000101 10010 noontton 1 Sourcefire

SIO 01000 0ll0 60 0lllooo 1)
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Email Endpoints Web

1.6 million
global sensors

100 TB

of data received per day

150 million+
deployed endpoints

600+

engineers, technicians,
and researchers

Cisco Collective

JOOIIIO0OINO 1001 101 1114 . g
Security Intelligence

@ = It

. Automatic Updates
Networks IPS Devices

every 3-5 minutes

35%

worldwide email traffic

13 billion

web requests

24x7x365

operations

40+

languages

Advanced Malware Protection

© 2014 Cisco and/or its affiliates. All rights reserved.
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180,000+ File Samples per Day
FireAMP™ Community, 3+ million

Advanced Microsoft
and Industry Disclosures

Snort and ClamAV Open Source Communities
Honeypots

Sourcefire AEGIS™ Program

Private and Public Threat Feeds

Dynamic Analysis

Cisco Confidential 15




Cisco ldentity Services Engine
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Who

Kevin

Device

Tablet, i0S, v9.1x

Location

Building 200, first floor

When

11:00 am EST on April 10

How

Wireless

Contact
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Cisco ISE and AnyConnect B35 = 7 IRE 5 S E IR

__Cisco ISE_

Context aware policy service,
to control access and threat
across wired, wireless and
VPN networks.

Cisco Anyconnect

Supplicant for wired, wireless
and VPN access. Services
include: Posture assessment,
Malware protection, Web
security, MAC Security,
Network visibility and more.

atfean],
Cisco

Cisco ISE SIEM, MDM, NBA_IPS, IPAM, etc.
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Access Policy

0
D €

Partner Eco System

For Endpoints For Network

Wireless | vPN

o

Role-Based Access Control | Guest Access | BYOD | Secure Access
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Managing Policy Based on "Trust’

Connecting Trusted Users and Devices to Trusted Services

Cisco Identity Services Engine

-----------------------
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METRICS

Total Endpoints © Active Endpoints @

[+ 55534 34258 Se%
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AUTHENTICATIONS @ 2 0 X NETWORK DEVICES @
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Better Control
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Thank YOU
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